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Session Introduction

Cyber is not a new risk, but certainly one that has come into its own with state and non-
state supported hacking, daily reports of new leaks, and the ongoing potential for
physical loss or damage to vulnerable infrastructure through dedicated hacking.

Session outline:
1. Why cyber risk should be on our radar
2. Understanding and reducing cyber risk
3. Building a strong cybersecurity program
4. Optimizing cyber risk transfer in your insurance portfolio
5. Discussion

HMIS 2



Panelists

Freepor t  LNG
Risk  &  Insurance
Manager

Nat iona l  O i lwe l l
Varco ,  I nc .
CIO /CISO

Axio
Founder  &  COO

Aspen Insurance
Sr VP – Mar ine

HMIS 3



Energy System Susceptibility
What makes energy assets susceptible to cyber attack?
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 “Technology is key to the global energy future” — World Energy Council

 Recent advances in technology are:
• promoting energy efficiency gains to slow demand growth

• opening up new energy supply options including unconventional oil and natural gas, nuclear
and renewables

• unlocks resources previously considered too difficult or costly to produce, such as shale gas,
tight oil, deep-water drilling, and oil sands

Energy production depends on technology

Technological Advancements
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Technology helps the
world use energy more
efficiently by reducing
energy intensity

Efficiency Limits Demand Growth
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Cyber Threat Landscape
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Cyber threat landscape
Increasing dependence on technology and expanding cyber threats result in increasing cyber risk
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 Theft of information remains a threat
 Recent large scale events seem to have targeted

system availability
 Espionage and attempts to gain foothold in energy

and manufacturing OT assets is rising

 Ransomware and other extortion schemes increase
 Attack tools steeply rise in sophistication and stealth
 Nation states ramp up investment in cyber ops
 Threat actors continue focus on ICS and critical

infrastructure – potential for extortion and disruption

Actors ranked by capability Motives (by actor type)

Threat forecastsTargets are shifting

…dozens of governments
worldwide are arming with
offensive cyber capabilities,
encouraged by Russia’s success…

– FireEye 2017 Predictions

 Nation states
 Organized criminals
 Hacktivists
 Cyber terrorists
 Hobbyists

Espionage, economic gain, destructive sabotage
Financial gain
Ideology, sabotage expected to rise
Ideology, recruitment, sabotage expected to rise
Curiosity

Actors could be embedded as insiders Motives and actor types shift; e.g., terrorist need funds

FireEye prediction: [Matthews 2017]
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Cyber Events
Real world events that we should know about
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 230 companies in more than 150 countries

 Leveraged ‘Eternal Blue’ — an exploit developed by NSA based on a flaw in Microsoft
Window’s Server Message Block (SMB) protocol

 Attack halted when cyber researcher discovered and activated kill switch

12 May 2017

Wannacry Ransomware Outbreak
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 Data wiper disguised as a ransom-worm

 Originated in Ukraine but spread globally

 Exploited the Eternal Blue vulnerability (NSA)

 2M computers within 2 hours of release

 Many prominent firms were impacted; Cyence
estimates $850M in damages

 Motive and origin are a mystery, but many believe
that it was targeted to damage Ukraine or serve
as a smokescreen

27 June 2017
NotPetya
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Destructive Attack — Stuxnet
 2009: Iran’s Natanz uranium enrichment

facility

 First known cyber weapon: deliberate
attack to sabotage Iran’s nuclear program.

 Extensive physical damage:
1000 industrial centrifuges were damaged
or destroyed by overtaking the industrial
control system and changing motor speeds
while sending fake signals to control room
to indicate normal conditions

 Control system was “air-gapped.” Malware
was hidden in USB drive
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 Malicious software unintentionally downloaded by offshore oil
workers has incapacitated computer networks on some rigs
and platforms. [Shauk 2013]

 An attacker managed to tilt a floating oil rig to one side off the
coast of Africa, forcing it to shut down. It took a week to
identify the cause and fix. [Wagstaff 2014]

 It took network experts 19 days to rid an oil rig on its way from
South Korea to Brazil of malware that had taken the rig’s
system offline. [Swanbeck 2015]

 In the Gulf of Mexico, malware on a mobile offshore drilling
unit (MODU) disabled signals to the dynamic positioning
thrusters, which caused the unit to drift off of the well site,
leading to a temporary shut down. [Swanbeck 2015]

Offshore Oil Industry Cyber Events
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Highly coordinated manual efforts were
synchronized against three power
distribution utilities

1. SCADA hijack with malicious operation to
open breakers

2. Disconnected backup power & flooded call
centers to delay outage response

3. Corrupted firmware on communication
devices at substations and wiped
workstations & servers to amplify attack

Results could be more impactful in US due to
our heavy reliance on automation and relative
inexperience with manual operations.

Coordinated Attack — Ukrainian Power Outage, Dec 2015
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225,000
customers
lost power
for < 6 hrs
135 MW



 1.25-hour outage at one transmission
substation outside Kiev, Dec 2016

 200 MW power loss = 1/5 of power
necessary for Kiev

 Automated, modular attack tools indicate
a dramatic increase in sophistication

 Attacks at the transmission level have
more widespread impact

Automated transmission attack

Ukrainian Power Outage 2016
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Understanding and
Reducing Cyber Risk
Axio’s Foundational Process
David White



Risk Reduction Curve
Optimizing the next investment
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CYBERSECURITY CAPABILITY
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1. Early capability
improvements

have high payoff
in risk reduction

2. Payoff flattens as
capability increases

3. Insurance
transfers impact and
results in a quantum
risk reduction

4. Insurers want
insureds to be on
the flatter part of the
capability curve

5. Invest accordingly



Exposure
Quantification

Insurance Analysis
and Stress Test

Cyber Program
Evaluation

Foundational Process

Solving Cyber RiskTM
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What is my cyber exposure? What is at risk?

Are my cyber defense and response capabilities mature?

Do I have the financial ability to recover from an event?

Answering Three Fundamental Questions
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Exposure Quantification

What is my cyber exposure? What is at risk?



Develop & Quantify Cyber Loss Scenarios

 Identify several high-impact, notional,
feasible cyber loss scenarios specific to
your organization/operations

 Estimate impact for selected scenarios
using a structured impact taxonomy

• Four quadrant model

• All impacts from any cyber event can be
categorized into these quadrants
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Top Quadrants: Financial Impacts
Some of these impacts are data-breach centric; many could apply to any event.
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Financial
Impacts

First Party Impacts

• Response costs: forensics,
notifications, credit monitoring

• Legal expenses: advice and
regulatory filings

• Lost income from network or
computer outages, including cloud

• Theft of funds or securities
• Cost of restoring lost data
• Cyber extortion expenses
• Value of stolen intellectual

property
• Other financial damages

Third Party Impacts

• Consequential lost income
• Restoration expenses
• Legal defense
• Civil fines and penalties
• Shareholder losses
• Other financial damages

Exposure Quantification



Bottom Quadrants: Tangible Impacts
These impacts are of increasing concern to all companies, especially critical infrastructure

23HMIS

Tangible
Impacts

Exposure Quantification

First Party Impacts Third Party Impacts

• Mechanical breakdown
of your equipment

• Destruction or damage to
your facilities or other property

• Environmental cleanup of
your property

• Lost income from physical
damage to your (or dependent)
equipment or facilities (business
interruption)

• Bodily injury to your employees
• Other tangible damages

• Mechanical breakdown
of others’ equipment

• Destruction or damage to others’
facilities or other property

• Environmental cleanup
of others’ property

• Bodily injury to others
• Product liability
• Product recall expenses
• Other tangible damages
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Cyber Program Evaluation

Are my cyber defense and response capabilities mature?



Risk Mgmt

Asset Mgmt

Identity & Access Mgmt

Threat & Vul Mgmt

Situational Awareness

Information Sharing

Incident Response

Supply Chain Mgmt

Workforce Mgmt

Cybersec Prog Mgmt

Are my cyber defense and response capabilities mature?
Cybersecurity Program Evaluation

MaturityProgram Element • Use a framework or model to evaluate
cyber security program

• Consider multiple evaluations in large
organizations for internal benchmarking

• Use results to identify and prioritize
improvements

• The C2M2 is a solid resource for
efficient programmatic review

Cyber Program Evaluation
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Insurance Analysis and Stress Test

Do I have the financial ability to recover from an event?



 Review all insurance policies to understand cyber coverage or exclusion

 Stress test insurance portfolio with the loss scenarios

Review & Stress Test Insurance Portfolio

Policy
Language

Cyber
Inclusion

Affirmative (favorable)

Cyber
Exclusion

Silence

Silence

Partial

Strong/clear (i.e., CL-380)

Uncertainty

1st Party
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Insurance Analysis and Stress Test



Analysis is required to fully understand
how such policies are likely to respond

Policy language review reveals
• Problematic cyber exclusions

• Unclear or risky terms

• Silent uncertainty

Testing with loss scenarios stresses
• Policy triggers

• Uncertain or exclusionary language

Traditional Policies May Cover Cyber Impacts
First Party Third Party
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• Property
• Terrorism
• Umbrella
• Workers Comp
• Auto

• Crime
• Fidelity
• Kidnap & Ransom

• Technology E&O
• Misc. E&O
• Product Recall
• Directors &

Officers

• General Liability
• Excess Liability
• Pollution
• Product Liability

Insurance Analysis and Stress Test



Stress Testing Informs Balance Sheet Impact
First Party Third Party
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Quadrant impact: $175,000,000
Insurance: $150,000,000

Balance sheet impact: $25,000,000

Quadrant impact: $55,000,000
Insurance: $20,000,000

Balance sheet impact: $35,000,000

Quadrant impact: $5,000,000
Insurance: $5,000,000

Balance sheet impact: $0

Quadrant impact: $60,000,000
Insurance: $50,000,000

Balance sheet impact: $10,000,000

Event Totals

Gross impact:
$295,000,000

Insurance:
$225,000,000

Balance sheet
impact:

$70,000,000

Insurance Analysis and Stress Test
HMIS 29



I Integrity I Customer Focus I Enthusiasm I Stakeholder Value Creation I Performance Drives Results I Teamwork I Citizenship



This presentat ion was developed by Nat ional  Oi lwell  Varco as an internal
guide and while every ef fort  was made to insure i ts accuracy,  this
presentat ion is only intended to be used as a t raining aid.   Improvements in
equipment including, but  not  l imited to,  design,  engineering,  mater ials,
product ion methods or  customer specif icat ions may necessitate changes in
the equipment that  may result  in inconsistencies between the contents of  this
publ icat ion and the end product .   Nat ional  Oi lwell  Varco reserves the r ight  to
make these changes w ithout  incurr ing any l iabi l i t ies or  obl igat ions beyond
those st ipulated in a signed purchase contract  w ith i ts customer.   The
images,  photographs,  charts,  diagrams,  drawings,  verbal  contents and
specif icat ions contained herein are not  to be construed as giving r ise to any
warranty,  and are not  to be regarded as approval  or  disapproval  of  any
specif ic product  or  pract ice on the part  of  Nat ional  Oi lwell  Varco.

copyright  Nat ional  Oi lwell  Varco,  L.P. – 2017





National Oilwell Varco is a leading provider of technology, equipment,
and services to the global oil and gas industry that supports
customers’ full-field drilling, completion, and production needs. Since
1862,
NOV has pioneered innovations that improve the
cost-effectiveness, efficiency, safety, and
environmental impact of oil and gas operations.
NOV powers the industry that powers the world.

36,000 Employees
635 locations
66 Countries
$7.25 Billion Revenue 2016
$12.6 Billion Market Cap – NOV (NYSE)
300+ Acquisitions in last 15 years
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The Role and Benefits of Cyber
Risk Transfer
Elicia Waggener



History of Freeport LNG

 Freeport LNG is constructing a natural gas liquefaction and LNG
export facility.

 The company was founded in 2002 with a different objective: to build
one of the first regasification terminals in the US in over 20 years.

 Regas was completed in 2008, featuring two 160,000 cubic meter
LNG storage tanks, an LNG vaporization system, and a marine dock
that could accommodate the largest LNG tankers in service.

 By the time Regas was operational, the North American natural gas
industry began experiencing a sea change—the shale gas revolution,
which gave the US an opportunity to gain a prominent position in the
global energy market as an exporter.

 In 2010, Freeport LNG began to develop the natural gas liquefaction
and LNG export facility.

HMIS
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The Liquefaction Project
 The project will expand and be integrated with the

existing facility to enable natural gas receiving,
liquefaction, storage, and LNG export

 Includes
• Three ~5 MTPA refrigerant liquefaction trains
• Three 740 MMcf/d NG pretreatment trains
• A second marine dock and third LNG storage tank
• Separate Storage and Trucking Facility

 30,000 new permanent jobs to be created across U.S.
to support exploration and production of feed gas

 Complete economic benefits of exporting the
contracted 13.4 mtpa of LNG from the U.S. are
estimated between $5 billion and $7 billion annually

 A fourth train is planned (currently in permitting)

HMIS
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Summary of LNG Trade 2016
 263.6 million tons imported

(18.4 MT increase over 2015)

 39 importing countries with 830 MTPA total
regasification capacity

 19 exporting countries with 340 MTPA total nameplate
liquefaction capacity

 Shipping capacity expanded 7.1% with 28 new ships
delivered (one scrapped)

 Currently 478 LNG ships in the fleet with 137 new
ships on order (64 scheduled for delivery in 2017)

HMIS
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Energy is Critical to US Economy

Freeport LNG will be operating a prominent
energy asset with global visibility

Capacity of ~20 MTPA (with 4 trains):

 22% of the estimated US LNG exports in 2020

 7.6% of the 2016 world market for LNG

 Over 1% shift in US balance of trade

HMIS
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“The U.S. is now slated to have
the capacity to export 10-12

Bcf/day of LNG to the world by
2020, this is 1/3 of the current
global market and a boom from

virtually nothing a year ago”
[Clemente 2017]



Threat = function (actor presence, capability, and motive)
Cyber Threat Factors for Energy
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 Actors are present as indicated by events

 Nation states have capabilities to accomplish OT
attacks for sabotage or destruction

 Capabilities are ‘trickling down’ from the
industrialization of attack-ware

 Key question: What could motivate a capable
actor to target energy assets?

[DeVries 2015]



Potential Motives to attack US Energy Assets

1. Impact the US economy or stability

2. Disrupt competition and manipulate energy prices

3. Disrupt energy supply to US trading partners

4. Collateral damage from systemic attack
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Lessons Learned from
Buying Cyber Coverage

 The realities of a state-of-the-art facility

 Cyber property damage vs liability

 Cyber exclusions vs silence vs inclusions

 Information technology vs operations technology

 Strengthening the cybersecurity program

 Balancing and protecting information shared

 Prevention vs mitigation/risk transfer
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Thank You
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Discussion
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